Case Study

Overview

Minneapolis-based, six-location Noran Neurological

Clinic sought a future-proof IT partner with expertise in
their clinics’ systems to update their IT infrastructure.
They were running on an aging platform with servers
and—after a ransomware attack impacted their
practice—they knew it was time to move to a modern
cloud-based environment and a more engaged
managed IT service.

The ransomware attack contributed to a two-week
practice outage and $2 million in lost business and legal
fees. They released an RFP seeking an IT partner who
could hit the ground running and help them navigate
the transition to a fully cloud-based environment.

NORAN NEUROLOGICAL GOALS INCLUDED

= Transition to an Effective, Secure Cloud-Based
Environment with a Trusted Partner

Noran Neurological wanted an expert partner to
help them move to a cloud-based environment that
would send system traffic over the appropriate
routes to enable seamless, expedient workflow.
They also wanted to leverage the cost savings and

added security of moving from on-prem systems
to the cloud.
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True North + Noran Neurological Clinic

How Managed IT Services and Citrix Cloud Increased System Reliability,
Efficiency, and Security for a Multi-Location Neurology Practice

The Challenge

Noran Neurological needed a new environment

and a trusted partner to help them transition to that
environment without disrupting practice workflow

and patient care. Previously, they used remote desktop
protocol and accessed it through MPLS. This system
was not as efficient as desired and left room for security
vulnerabilities. They wanted to transition completely to
areliable public cloud environment.

Noran Neurological’s IT Director Leif Ulstrom knew
that migrating to a new managed services group and

a new environment is never simple. Understanding
that, he needed a solutions-oriented partner with deep
expertise in cloud-based managed IT services who
would be up for problem-solving and catering to his
practice’s unique needs.

Set up User-Friendly Virtual Desktop
Environment for 250 End Users

Transitioning systems means training providers and
staff to use those systems. Noran Neurological needed
both a user-friendly system and a partner

to help streamline system training and onboarding

to get providers and staff faster access to the
information they need to care for patients.



The Solution
True North Managed IT
+ Citrix Cloud

Noran Neurological was drawn to True North’s
solutions-oriented proposal, paired with their deep
expertise in hosting their current EHR, Athena Health.

“True North understood our IT needs and was
willing to cater to them. True North had the
expertise to move us to a cloud-based, more
secure, updated environment,”

Leif Ulstrum, Noran Neurolgical IT Director

True North became Noran Neurological’s fully
outsourced managed IT support partner. Migration
engineers from True North were onsite to set up
their on-premise clinic systems and remotely built
out their cloud-based infrastructure. The first effort
was fully building out and launching Microsoft Azure
Virtual Desktop so that all Noran Neurological’s
providers could easily access the data they need, no
matter where they were—securely and seamlessly.

MICROSOFT AZURE VIRTUAL DESKTOP VIA
EXPRESS ROUTE + CITRIX

During the launch of Azure Virtual Desktop, it
became apparent that the multi-location system’s
cable internet connection did not have enough
bandwidth to support the number of users accessing
the cloud. Installing fiber internet would solve the
issue, but it would take more than 4-6 weeks—a lag
time that would have serious impact on the clinics’
ability to care for patients and the financial health of
the practice.

Working with True North and implementing the Citrix
Cloud via Microsoft Azure Express Route allowed Noran
Neurologic to enjoy a more seamless, secure work
environment across their 6 clinics. The simplicity of

Citrix’s interface made Leif’s responsibility of training

more than 250 providers and staff to shift the way they
logged into work each morning much simpler.
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True North’s team acted fast to find a more
expedient solution. They suggested that rather

than relying on internet, Noran Neurology set up the
Citrix Cloud via Microsoft Azure Express Route. Within
one week, True North leveraged the Microsoft Azure
Express Route to connect system workstations to the
Citrix Cloud without relying on an internet connection.
Immediately, this improved system speed.

“Together, we have done amazing things in a short
period of time. If | need something I know they
have a team member who will jump in—working
overnight if necessary—to get things working as
fast as possible. It really feels like they are engaged
in our solutions.”

Leif Ulstrum, Noran Neurolgical IT Director

ABOUT MICROSOFT EXPRESS ROUTE

ExpressRoute lets you extend your on-premises
networks into the Microsoft cloud over a private
connection. With ExpressRoute, you can establish
connections to Microsoft cloud services, such as
Microsoft Azure and Microsoft 365. It offers any-to-any
connectivity (via IP VPM network, a point-to-point
Ethernet network, or a virtual cross-connection through
a connectivity provider at a colocation facility).

BENEFITS OF EXPRESS ROUTE CONNECTIONS:

== No public internet == Any-to-any

needed connectivity

== More reliability == Consistent latency

== Faster speed == Higher security

“We have a strong partnership with True North. What
I really appreciate is that I’'ve been able to build
personal relationships with these guys. They held our
hand through this transition, and there is a strong
trust between our clinic and their team.”

Leif Ulstrum, Noran Neurolgical IT Director
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Prior to True North and Citrix, when Noran Neurologic CITRIX CLOUD + AZURE VIRTUAL DESKTOP
providers would go to hospitals to do their shifts as
hospitalists, logging into their virtual system was

clunky. With Citrix, providers can access their EHR
and sleep study and EEG study data easily—all in

Implementing Azure Virtual Desktop and Citrix helped
Noran Neurologic modernize their environment and take

) ) ) o o their virtual programs and desktops to a new level of
one location. It is as simple as logging into Citrix f o . . L
flexibility and efficiency. Pairing the two made it simple
rom any browser. . . .
to streamline operations, reduce infrastructure costs,

“Citrix made onboarding much easier, and it has easier and deliver a secure user experience across the board.
to follow menus than what we used in the past, which
really helps eliminate barriers for providers to access BENEFITS OF CITRIX + MICROSOFT
heir information. The faster th n h .
f € o. atio e fastert .eyf:a' gettothe == Faster rollout and == Streamlined
information they need, the easier it is for them to . .
L onboarding IT operations
care for the patient.
. . . == Simplified cloud == Unified single sign-on
Leif Ulstrum, Noran Neurolgical IT Director P ) glesig
transformation (SSO) access

== Cost saving synergies == Security across
devices

The Bottom Line

True North helped Noran Neurology transition to a secure, seamless, fully cloud-based environment. During the

transition, they identified a need for the Microsoft Azure Express Route to connect to the Citrix Cloud and bypass internet.

They acted rapidly to minimize disruption to practice workflow. Overall the benéefits of transitioning to True North and
Citrix include:

Reduced overall IT costs Increased system reliability, security,

fmi
Streamlined onboarding and brand and peace of mind

office deployment Simplified provider access to everything from
email to clinical data

Are You Looking To Reduce Your True North ITG delivers value time and again to our clients
by thoroughly assessing each client’s environment,

TeChnOlogy Costs While Im proving identifying their technology risk, and translating that into

Efficiency, Boosting Productivity, and business risk. We then develop a road map to help ensure

Empowering Your Business To Reach clients achieve their business goals, turning technology

Its Goals?

into a business asset, rather than a budget drain.
Learn More at TrueNorthITG.com

https://www.igel.com/wp-content/uploads/2020/07/IGEL_TCO_infographic.pdf




