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Executive Summary 

Today’s  I.T. security landscape is changing rapidly. With both security threats and 
preventative technology growing exponentially in sophistication, small to midsize 
companies find it increasingly difficult to keep up while working with constrained budgets 
and small or non-existent I.T. departments. Meanwhile, the risks of security breaches and 
non-compliance is increasing daily with embarrassing and devastating consequences.  

Several high profile security breaches in 2015 including Premera BlueCross BlueShield, 
Target, Anthem, Ashley Madison, and the government’s own Office of Personnel 
Management, have demonstrated the impact to business has been severe, and often well 
publicized, with losses running an average of $6.5 million per breach at the Enterprise Level 
in the US.1  

But criminals aren’t just targeting the Fortune 500, they’ve learned that opportunity can be 
greater and the defenses lower farther down the food chain in small to medium sized 
businesses. In 2015, 47% of all breaches were caused by malicious or criminal attacks. The 
average cost per record to resolve such an attack was $170. In contrast, system glitches 
cost $142 per record, and human error or negligence $137 per record. US companies spent 
the most worldwide to resolve a malicious or criminal attack at a staggering $230 per 
record. 

Small businesses are not immune to attacks simply because their data sets are smaller. 
Cyberattacks have a growing variety of motivations. Data from Symantec shows that attacks 
on the smallest firms (where defenses are weak) occur just as often as attacks on the largest 
enterprises (where the data may be more valuable). Furthermore, the impact to an SMB is 
proportionally larger—the October 2014 Global Report on the Cost of Cyber Crime 
conducted by the Ponemon Institute found that the per capita cost of a breach for the 
smallest businesses was significantly higher than at the largest firms—$1,601 vs. $437.2  

(standalone box)The rise of Ransomware like Cryptolocker from hacking groups and 
organized crime stood front and center, with encryption scams expected to grow in 
sophistication and onto new platforms over the coming year.  

Beyond the cost of recovery and upfront damages lies the loss of customer and public trust, 
personnel fallout, as well as fines and penalties levied as a result of inquiry into compliance 
guidelines for many of those who fall victim to an attack.  

                                                         
1 Source: Ponemon Institute. Local currencies converted to US Dollars where appropriate. 
 
2 Source: CompTIA Mar 2015 SMB Tech Use paper 
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Given the success of many of these attacks, security threats will continue to pose an 
increased threat to businesses in 2016. In this security white paper, we will examine some of 
the ways in which both security threats and security measures will continue to evolve in 
2016, focus on prominent security issues in 2015, forecast key challenges facing 
organizations at both the Enterprise as SMB level in 2016, and offer recommendations about 
how to improve security.  

 

Key Takeaways 
• Small to medium-sized businesses face the same level of risk as Enterprises when it 

comes to cyber attacks but tend to have lower defenses in place to protect them. 
• The cost and impact of security threats is greater to smaller businesses than large 

ones. 
• Security measures need to focus on training to the existing threats and tactics: 

phishing, spearphishing, usage and access policy and guidelines. 
• Mobile Device Management (MDM) needs to be a key aspect of robust security tools 

and policies as BYOD becomes a workplace standard. 
• Ransomware will expand from Windows to iOS and Android platforms. 
• Ripe targets for security breaches in 2016 and beyond will be healthcare, education, 

and government. 

 
The Public and Private Nightmare of Breaches 

In 2015 it seemed as if data breaches, stolen customer credit card numbers, passwords and 
personal data were weekly news events. In today’s media where if it bleeds it leads, the data 
breaches that receive the most public attention are usually a function of business size. The 
name recognition is greater, the impact is bigger, the potential for fraudulent misuse of the 
information gathered is greater, and the ripple effect is more widespread.  

One of the insidious effects of hacking is the fear it generates. Like pirates inspiring fear with 
a black flag, hackers rely on the anxiety inspired by high profile breaches to get their victims 
to respond to their call-to-action quickly. As a result, the biggest breaches we hear about are 
at the Enterprise level and have hefty price tags associated with them.  

These very public breaches are a result of employees failing to abide by best practices or 
outsourcing to third party vendors whose security infrastructure, practice, and governance 
was not fully vetted. A recent example was an email attack on an HVAC contractor in Virginia 
that penetrated the organization’s email defenses and infected at least one computer with a 
banking Trojan. Soon after, that infiltration was used to attack Target Corporation—an 
attack that breached information for approximately 110 million customers.  
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What is the cost to companies? 

Globally, the average cost paid for each lost or stolen record containing sensitive data 
increased 6% from 2014 to 2015, jumping from $145 to $154. The lowest cost per lost or 
stolen record is in the transportation industry, at $121, and the public sector, at $68. The 
retail industry’s average cost increased dramatically, from $105 last year to $165. Healthcare 
took the most painful hit as the industry with the highest cost per stolen record with the 
average cost for organizations reaching $363. Education wasn’t far behind with an average 
cost is as high as $300 per record lost or stolen.3 

 

 

 

 

 

 

 

 

Figure 1.1 Source: Ponemon Institute’s Global Cost of Data Breach Study, 2015. 

Other culprits of security breaches included system glitches, accounting for 32% of lost or 
stolen records, and human error responsible for 19%. Stolen devices containing critical data 
and lack of employee adherence to best practices are just two examples of how criminals 
find their way into business environments with a lack of security and business continuity 
planning.4 

The breaches that receive less publicity are often direct wire transfer and banking scams. 
Companies like to keep this quiet, often ending up in lengthy litigation with banks, out of 
desire to avoid informing their competition, and on occasion simply go bankrupt.  For 
example, an attorney at a midsize law firm opened a phishing email attachment ostensibly 
from the US Postal Service, that installed malware on his computer. He later found $300,000 
had been transferred from the firm’s account to a bank in a border area of China.  

                                                         
3 Source: Ponemon Institute’s Global Cost of Data Breach Study, 2015. 
4 Source: Krebs On Security 

Industry Cost per stolen record 2015 

Healthcare $363 

Education $300 

Retail $165 

Transportation $121 

Public Sector $68 
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Similarly, an East Coast law firm recently transferred $390,000 to the bank after closing a 
large deal. Soon after, cybercriminals managed to transfer the bulk of the money to several 
banks with a final deposit to a bank in Moscow. The law firm believes it fell victim to a 
phishing email that captured all of the critical information necessary to initiate the wire 
transfer. 

In some instances, companies were tricked by spearphishing attacks, or tailored phishing 
email attacks targeted at carefully selected company employees. With spearphising, hackers 
use information gleaned about the organization and members in key positions from online 
searches and social media. They leverage this information to craft realistic emails with 
malware attachments infecting the system with devastating effect. 

 
Ransomware-as-a-Service 

For 2015, Ransomware encryptions like Cryptolocker constituted a serious security risk for 
SMBs. Many businesses had their critical data encrypted and were extorted by hackers and 
organized crime groups. Experts suggest this threat is highlighted by the emergence of 
“Ransomware-as-a-Service” offerings in the dark web, making it even easier for criminals to 
implement this scheme, taking advantage of spam campaigns and exploit kits, targeting 
Adobe Flash and other vulnerabilities.  

Since the money demanded during these events was usually relatively low, in the $500-$700 
range, companies with sizable operating budgets were often willing to pay for the problem 
to go away, which usually emboldens the scammers to strike more frequently.  

So far, these attacks have mostly targeted Microsoft Office, Adobe PDFs, and graphic files. 
And while Windows and Office will continue to be targeted, insiders expect this threat to 
expand to both the Mac and Android OS over the next year and beyond based on the success 
of this approach on a small to medium scale over the past year.  

In 2015, the CryptoWall3 ransomware was responsible for 406,887 attempted infections 
and accounted for approximately $325 million in losses.5 The infection occurs through 
phishing emails, typically containing files in .zip format with names containing words such as 
“internal,” “invoice,” “fax,” “statement,” etc. If an unsuspecting user downloads the zip files 
and opens them, they’ll find a booby trapped PDF or Microsoft Office document which infects 
their system with the ransomware. 

Healthcare, insurance, financial industries, and local governments are primary targets for 
2016. Experts expect to see ecosystem partners, including third party aggregators, security 

                                                         
5 Source: Cyber Threat Alliance, Cryptowall Version 3 Report, 2015. 
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providers, and self-initiated resource sharing, begin to collaborate more and increase threat 
information sharing as these criminal efforts gain traction and continue to escalate. 

 
Race to the Bottom 

While the majority of attacks in 2015 targeted vulnerabilities in the widely used, business-
critical platforms and applications like Adobe Flash, Adobe Reader, Microsoft Internet 
Explorer, Microsoft Office, and the Microsoft Windows OS Component/Kernel, recent studies 
have shown the trend toward moving down the computing stack as a means of increasing 
control and maximizing impact. 

By moving toward software operating layers that get closer to the hardware like BIOS and 
Disk Drive Firmware, hackers understand that the lower you go the more control they have. 
Instead of being stuck in a single application or virtual machine, successful firmware attacks 
can access the entire physical machine without triggering any alarms. These attacks can be 
effective across a wider range of devices, regardless of the operating system. The net effect is 
a race to the bottom of the stack, because whoever gets there first has a strategic advantage--
whether they are on the defensive or attacking side.  

A critical target for hackers going forward will be password access. Once criminals have 
access at that level, any activity is assumed to be legitimate by the system. Alarms are not 
triggered and hackers can infect, steal, or damage whatever they choose. 

 
BYOD 

As cloud computing grows, many industries are relying more on platforms and applications 
to conduct their critical business tasks rather than on traditional workstations and servers. 
The promise of “anywhere, anytime computing” through cloud-based applications has 
delivered beyond expectations and transformed productivity and efficiency across all 
industries. What many fail to realize is that there is an added layer of business permeability 
that did not exist in the past.  

Employees working remotely, whether from home or an alternative location, using their own 
devices on personal and public networks opens up new vulnerabilities in contrast to 
traditional closed systems with legacy hardware only housed within a single office 
environment. 

In education, for example, 85% of institutions allow students and faculty to use personal 
devices on school networks. In 2016, Gartner estimates that mobile app usage will exceed 
that of internet domain names. In healthcare, equipping the doctor with a tablet as they 
make their rounds has become the norm in organizations great and small. 



  

Page 7 

 

Mobile device management tools and policies will increasingly become the norm, especially 
as scammers begin to target iOS and Android devices, tablets, and smartphones with greater 
frequency. 

 
Reducing the Impact of Data Breaches 

Here are the top five factors that had the greatest impact to reduce the financial 
repercussions of a data breach per record in 2015: 

 

 

 

 

 

 

 

 

 

Figure 1.2 Source: Ponemon Institute’s Global Cost of Data Breach Study, 2015. 

Developing an action plan with specific, assigned roles addressing a security breach has 
proven to be one of the biggest cost reduction components. One key to reducing 
vulnerability will continue to be tight infrastructure management, including ongoing security 
updates and patching for firewalls, routers, and hardware, as well as the widespread and 
consistent use of encryption.  

Leveraging sound security controls through your anti-spam and anti-malware software will 
help provide you security through additional features and functionality. This includes mobile 
device management to secure, lock, and even erase lost devices remotely from a central 
location, if lost or stolen. Quality security management tools also help protect against https 
and malvertising vulnerabilities.  

Across organizations, the CTO or IT Manager will need to factor security risks into their 
cloud strategy. Most organizations are leveraging some form of cloud-based application at a 
minimum. While public cloud threats are expected to grow, more organizations will continue 

Prioritized Factor Cost Reduction per Capita 

1. Incident Response Team $23.8 

2. Extensive Use of Encryption $19.0 

3. Business Continuity Management 
and Planning 

$13.6 

4. Appointing Information Security 
Officer or equivalent 

$12.2 

5. Employee Training $11.0 
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to transition their infrastructure to private cloud solutions utilizing advanced security 
features like NextGen IPS and continuous replication options which are very attractive to 
financial, government, and healthcare verticals known for strict compliance guidelines.  

Allocating budget and time annually to train employees on the social engineering techniques 
used by hackers to provide them with their login credentials and access privileges is highly 
recommended. High profile breaches often involve targeted users falling victim to 
customized social engineering tactics and spear phishing. Organizations following training 
and best practices are at the lowest risk. Key areas of training include phishing tactics, 
acceptable use, and social media policies. Establishing thorough security policies also helps 
the organization evaluate the risk of existing tools and future solutions, as well as determine 
the optimal cloud implementation strategy.  

 
What’s In Store for 2016  

For SMBs, security experts predict that attacks will still largely come through traditional 
means. One notable exception is in the healthcare industry, where even the smaller clinics 
and practices face the same level of threats and sophistication as the Enterprise segment, 
due their strict data compliance guidelines and relatively large amounts of valuable personal 
data that doesn’t expire like credit card data. 

As data center growth continues, the cost of adoption for cloud-based infrastructure 
solutions will continue to become more attractive for small to mid-size companies as well. 
Individual organizations will need to base their cloud strategy on business requirements. 
Considerations include total cost of ownership, in-house security management skill set, 
capacity, compliance guidelines, storage requirements, segmentation, and existing security 
layers. 

Since Personal Identifying Information (PII) represents a rich data set, and student health 
records are readily available at most educational institutions, experts expect to see a rise in 
targets in the education vertical as well.  

Moving beyond simple (or even complex) passwords stored on an excel sheet with regular 
updates required, many organizations will require two-factor authentication as a 
foundational security measure for their organizations going forward to mitigate risk as well. 

Information sharing and security networking among businesses will increase over the 
coming months and years. Best practices of layering security measures and segregating 
internal data such as security, employee, client data, and financials will increasingly become 
the norm, as will file access, retention, and destruction policies. 
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Summary 

As IT continues to evolve from on-premise legacy infrastructure to cloud computing and a 
mobile workforce, the level of security threats faced by today’s business grow as quickly in 
complexity and sophistication. Key areas of concern over the coming year include phishing, 
next-generation malware, and software vulnerability exploits.  

These strategies are used to gain access to sensitive data, with hackers either using it to 
perpetrate fraud, steal money through wire transfer scams, encryption or extortion. Losses 
for 2015 tallied in the hundreds of millions.  

Going forward, these tactics will expand beyond primarily Windows focused attacks to both 
iOS and Android platforms, will grow in sophistication, and target to additional verticals. 
Industries with the most exposure and risk of targeting in 2016 will be healthcare, 
education, and government sectors. 

The highest priority action items organizations can address in their security plans today are 
to:  

• appoint a security response team 
• increase use of encryption 
• implement robust employee training on existing threats and tactics 
• utilize thorough usage, governance, and data storage and access policies 

Along with feature-rich security tools, including mobile device management and hardware 
management, cloud solutions will continue to be an attractive means of providing additional 
layers of security and productivity for businesses.  

 

 

Report created and provided courtesy of True North ITG 

True North ITG provides Managed Services, Private Hosted Cloud, and IT Maturity consulting 
to help companies manage their IT so they can focus on what they do best—their business. 
Founded in the Pacific Northwest in 2001, True North’s standards-based, process-driven 
approach has provided consistent results to clients across the nation, measurably improving 
business performance, reducing risk, providing ongoing business strategy, and delivering 
cost savings while improving service delivery. 

© 2015 True North ITG, Inc. All rights reserved. No part of this document may be reproduced in any 
form by any means, nor may it be distributed without the permission of True North ITG, Inc. without 

prior written authorization of True North ITG, Inc. 
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